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MISP ?

• MISP is a threat information sharing platform that is
free & open source software

• A tool that collects information from partners, your
analysts, your tools, feeds

• Normalises, correlates, enriches the data
• Allows teams and communities to collaborate
• Feeds automated protective tools and analyst tools with
the output
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MISP ?

• There are many different types of users of an information sharing platform like MISP:
◦ Malware reversers willing to share indicators of analysis with respective colleagues.
◦ Security analysts searching, validating and using indicators in operational security.
◦ Intelligence analysts gathering information about specific adversary groups.
◦ Law-enforcement relying on indicators to support or bootstrap their DFIR cases.
◦ Risk analysis teams willing to know about the new threats, likelyhood and occurences.
◦ Fraud analysts willing to share financial indicators to detect financial frauds.
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The matter at hand

• CIRCL runs multiple large MISP communities performing active daily
threat-intelligence sharing

• yet few events are related to DDoS attacks.
• There is value in sharing DDoS information:

◦ correlation between DDoS events
◦ sectors affected
◦ Technique Tactics and procedure
◦ Threat Actors
◦ tools
◦ timeline
◦ remediations
◦ etc.
◦ plus DDoS infrastructures (and botnet) stay relatively stable.
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The matter at hand
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The matter at hand

To make the matter worse, some entities still share Cyber Threat Intel in pdf.
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How MISP can help

• Sharing DDoS Statistics
• Sharing DDoS Characteristics
• Contextualize through tags
• Sharing samples
• Sharing insights
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Sharing DDoS Statistics - DDoS MISP object

• backscatter-threshold
• capture-origin
• domain-dst
• dst-port
• first-seen
• ip-dst
• ip-src
• last-seen
• protocol

• src-port
• text
• total-bps
• total-bytes-sent
• total-packets-sent
• total-pps
• type
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Sharing DDoS Characteristics - Contextualize through tags

MITRE ATT&CK
• TA0040 Impact

◦ T1498 Network Denial of Service
◦ T1498-001 Direct Network Flood
◦ T1498-002 Reflection Amplification
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Sharing DDoS Characteristics - Contextualize through tags

MITRE ATT&CK
• TA0040 Impact

◦ T1499 Endpoint Denial of Service
◦ T1499-001 OS Exhaustion Flood
◦ T1499-002 Service Exhaustion Flood
◦ T1499-003 Application Exhaustion

Flood
◦ T1499-004 Application or System

Exploitation
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Sharing DDoS Characteristics - Galaxies

MISP also contains galaxies used to describe threat actors, tools, botnets and affected
sectors that come handy for contextualisation:

• Threat Actors
◦ 400 threat actors,
◦ some known to perform DDoS ;)

• Well-known Tools
◦ 500+

• Well-known Botnets
◦ 70+

Add your own, contribute to https://github.com/MISP/misp-galaxy
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Sharing samples - network captures

• pcap-metadata:
◦ capture-interface
◦ capture-length
◦ first-packet-seen
◦ last-packet-seen
◦ protocol
◦ text

• file attachment
• network connection
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Sharing samples - misp-wireshark

• misp-wireshark is a lua plugin for
wireshark / tshark

• convert data from wireshark and
convert it into MISP core format

• support DNS, TCP, and HTTP
• export HTTP payload
• more to come
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Sharing samples - misp-wireshark - tshark
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Example - DDOSIA - tags
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Example - DDOSIA - import
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Example - DDOSIA - import
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Example - DDOSIA - references
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Example - DDOSIA - MISP report

19 of 20



Credits and References
• misp-project website:https://misp-project.org

• misp-wireshark: https://github.com/MISP/misp-wireshark

• MISP DDoS object: https://www.misp-project.org/objects.html#_ddos

• MISP pcap-metadata object:
https://www.misp-project.org/objects.html#_pcap_metadata

• PyMISP documentation: https://pymisp.readthedocs.io/en/latest/

• MISP training materials: https://www.circl.lu/services/misp-training-materials/

• PISAX:https://www.pisax.org

• RADWARE DDOSIA report https://www.radware.com/security/threat-advisories-
and-attack-reports/project-ddosia-russias-answer-to-disbalancer/
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