Modeling and Sharing DDoS attacks with MISP

TPL:CLEAR

CIRCL Jean-Louis Huynen

Computer Incident
Response Center
Luxembourg

Luxembourg Internet Days 16/11/2022




MISP ?

e MISP is a threat information sharing platform that is
free & open source software

e A tool that collects information from partners, your
analysts, your tools, feeds

¢ Normalises, correlates, enriches the data

e Allows teams and communities to collaborate

e Feeds automated protective tools and analyst tools with
the output

Co-financed by the European Union
Connecting Europe Facility

MISP.

Threat Sharing




MISP ?

e There are many different types of users of an information sharing platform like MISP:
o Malware reversers willing to share indicators of analysis with respective colleagues.

Security analysts searching, validating and using indicators in operational security.

Intelligence analysts gathering information about specific adversary groups.

Law-enforcement relying on indicators to support or bootstrap their DFIR cases.

Risk analysis teams willing to know about the new threats, likelyhood and occurences.

Fraud analysts willing to share financial indicators to detect financial frauds.
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The matter at hand

e CIRCL runs multiple large MISP communities performing active daily
threat-intelligence sharing
e yet few events are related to DDoS attacks.
e There is value in sharing DDoS information:
o correlation between DDoS events
o sectors affected
Technique Tactics and procedure
Threat Actors
tools
timeline
remediations
etc.
plus DDoS infrastructures (and botnet) stay relatively stable.

O O O O O O O

4 of 20



The matter at hand
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The matter at hand

To make the matter worse, some entities still share Cyber Threat Intel in pdf.




How MISP can help

Sharing DDoS Statistics
Sharing DDoS Characteristics
Contextualize through tags
Sharing samples

Sharing insights




Sharing DDoS Statistics - DDoS MISP object

e backscatter-threshold e src-port

e capture-origin o text

e domain-dst e total-bps

e dst-port e total-bytes-sent
e first-seen e total-packets-sent
e ip-dst e total-pps

® ip-src ® type

e |ast-seen

e protocol
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Sharing DDoS Characteristics - Contextualize through tags

M ITRE ATT&CK Galaxies

e TA0040 Impact Attack Pattern Q@
o T1498 Network Denial of Service
o T1498-001 Direct Network Flood
o T1498-002 Reflection Amplification

@ Network Denial of Service - T1498 Q i=




Sharing DDoS Characteristics - Contextualize through tags

MITRE ATT&CK

Galaxies

o TA0040 |mpaCt Attack Pattern Q
© T1499 Endpoint Denial of Service  fpSoton Evbmmtion Pl 108063110
o T1499-001 OS Exhaustion Flood Sector Q
o T1499-002 Service Exhaustion Flood °‘
o T1499-003 Application Exhaustion
Flood
o T1499-004 Application or System
Exploitation
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Sharing DDoS Characteristics - Galaxies

MISP also contains galaxies used to describe threat actors, tools, botnets and affected
sectors that come handy for contextualisation:

e Threat Actors

o 400 threat actors,

o some known to perform DDoS ;)
e Well-known Tools

o 500+
e Well-known Botnets

o 70+

Add your own, contribute to https://github.com/MISP /misp-galaxy
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https://github.com/MISP/misp-galaxy

Sharing samples - network captures

e pcap-metadata: )

O Ca pt ure-interface pcap-metadata: SYN flood sample [...]

o capture-length

o first-packet-seen deggriffes

o last-packet-seen /

o protocol . e

o text SYN_lf'—i:god.pcap network»comon: 51384

o file attachment
e network connection
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Sharing samples - misp-wireshark

H H H M :58:45,551136 136.0 . TCP 58 80 2085 [SYN, ACK]
e misp-wireshark is a lua plugin for T R T R R e N TS

:58:45,551142  166.88.89.117 10.10.10.10 Tcp 58 80 ~ 29172 [SYN, ACK]

. h k h k iiss 45,551180  136.0.86.229 10.10.16.10 TcP 58 80 ~ 57064 [SYN, ACK]
1:58:45,551183 136.0.86.135 10.10.10.10 TcP 58 80 — 8314 [SYN, ACK] !
wireshark / tshar E - S I
. 1:58:4! a2 g 0 28 144 2 58 80 [SYN, ACK]
$:58:4 . 58 80 [SYN, ACK]
e convert data from wireshark and il Wieshak- ISP formak exprtopions . BE:EEE
i:58:4 - 58 80 [SYN, ACK]
. ii58:4 Mainfilter ip.addr == 10.10.10.10 s [SYN, AcK]
convert it into MISP core format o ———— 3280 - 3oz [ow s
11584 Export path (fhome/jlouis) 58 80 [SYN, ACK]
e support DNS, TCP, and HTTP 324 e cnmssated) vk s ] | 555 S (501 26
1:58 58 80 — 32060 [SYN, ACK]
= | Ocmel [[@ax | | 3% 200 Lo o)
[ ] eXpOrt HTTP payload 1:58:45, 551413 142:111:211. 148 10.10.10.10 Top 58 89 ~ 38508 [SYN, ACK]
1:58:45, .187.84. A ™ 58 443 — 46065 [SYN, ACK
1:58:45,551419 107.173.155.30 10.10.10.16 TCcP 58 443 ~ 11232 [SYN, ACK

.

58:45,551421  107.187.84. 10.10.10.10 TcP 58443 - 17852 [SYN, ACK

® more to come o o
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Sharing samples - misp-wireshark - tshark

def analyse pcap(m, path, filename):

p = subprocess.run(["tshark",
"-r", path,
"-X", "lua script:{}".format(lua script),
"-X", "lua scriptl:include payload=n",
"-X", "lua_scriptl:filters=ip.addr == 10.10.10.10",
"-X", "lua_scriptl:tags=\"tlpl,tlp2\"",
"frame.number == 0"],
capture_output=True, text=True)

# useful to debug

#print(p)

#print(p.stdout)

if len(p.stdout) > O:
event = json.loads(p.stdout)
print(event['uuid'])
event['info'] = filename
misp.add event(event)
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Example - DDOSIA - tags

Galaxies

Threat Actor Q
@ Killnet Qi=%"®
& NoName057(16) Qi=%"W
Attack Pattern Q,
@ OS Exhaustion Flood - T1499.001 Q=%"%¥
@ Service Exhaustion Flood - T1499.002 bt
@ Network Denial of Service - T1498 Q:=C"W
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Example - DDOSIA - import

“use_random_user_agent": true,

“timeout": 1000,
“response”: true,
“headers": [],
"is_deleted": false
L
"id": "636a087700aff82b978baete", 20221108
“ratio": "1",
tyzﬁd "tep”, 0 20221108 Ober capture-orgin DD0SIA Eet 1@
“metho "syn", 3
gngess“pgglgsgggzplﬁ ) O 221108 Notworkactuty omanast Ipnosrgoup @
nport”: 3306, O 2021108 Networkactuty astport 08
N p——— stpor
false, port
O 2021108 Networkactuty ot 128162177 @
past
O 22108 omer protocor: wa
h o
“use_random_user_agent": true, O 2221108 oter type: flooding atack @
“timeout": 1000, b et
“response”: true, b
“headers" ’
"is_deleted": false

“syn",
“lipno.sr.gov.pl”,
“address": "85.128.162.177",
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Example - DDOSIA - import

(url, key):
PyMISP(url, key, misp_verifycert, 'json')

“use_random_user_agent": true, __name__ ==
“timeout” misp = nlt(mlsp url “misp_key)

true,

1, __name__ main_':
"is_deleted": false parser = argparse. ArgumentParser(descrlptm eate event per DDoS traces')

H parser.add_argument (" ="P o file")
" args = parser.parse_args()

misp = init(misp_url, misp_key)

“host": "lipno.sr.gov.pl”, args.file os.path.exists(args.file):
"address": "85.128.162.177", ( king on {}'.format(args.file))
“port": 3306, (args.file, encoding = 'uif-8')

: false, t = json.loads(f.read())

. event = misp.get_event(27, pythonify = )

"y target t:

o ddos = MISPObject('ddos’)

L ddos.add_attribute( gin', value= a )
“use_random_user_agent": true, ddos.add_attribute( '« t', value= target['ho

1000, ddos.add_attribute(dst-port', value= target[ port
true, ddos.add_attribute( , value= target['addre
“headers": [], ddos.add_attribute( pr ’ value target[ ty
"is_deleted": false ddos.add_attribute( od “’—JH
h ddos.add_attribute( target[ h'1)
ddos.add_reference( 2 49a ) w,’wri_r )', 'is-targetted-by')

event.add_object (ddos)

res = misp.update_event(event)

exit(0)
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Example - DDOSIA - references
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Example - DDOSIA - MISP report

INSIGHTS

In attachment Advisory-Project-DDOSIA.pdf , radware described the DDOSIA project launched by NoName057(16), and actor related to [F-RUIEFTEETEE A GE

The project was launched in july 2022. It is a crowdsourced and fully automated DDoS bot project in which politically-griven hacktivists willing to download and install a bot on their computers launch a Do$ attacks on several
targets. DDOSIA provide a financial incentive to participants.

Background
NeName057(16) is a pro-Russian threat group known for launching defacement and DDoS attacks against Ukraine and those that directly or indirectly support Ukraine. The group formed in March of 2022 on Telegram and
became a notable threat group by June. Since then, the group has gathered a following of nearly 13,000 subscribers.

Over the last few months, Noname057(16) has been operating in support of Killnet operations. Most recently, the group worked in parallel with Killnet during their campaign against civilian network infrastructure in the United
States. During the operation, threat group NoName057(16) posted an invite ink to a Telegram channel named ' [ ELEYT=I DDosia Project| and also reposted the Killnet target list for U.S. airports in the same channel

Project DDOSIA

Mid-August, while publishing their manifesto, NoName057(16) simultaneously disclosed their ‘special software' that will assist them in conducting DDoS attacks. Over the following days, the group provided more information
about their ‘special software’ named DDOSIA and instructions on using it to contribute to the fight against Wester Russophobes. Instructins, publicly available at url hitps://dddosia.github.ic/ , explain how potential
contributors can register through Telegram fo receive a ZIP archive containing a Windows bot binary named 'dosia.exe’ and a unique identifier file with the name ‘client_id.txi" The unigue identifier allows the coniributor to create
a bragging alias while registration of a cryplocumrency wallet is required to receive potential financial rewards at a later phase in the project

After the bot agent is executed on a contribuior's Windows machine, the bot registers itself with the command-and-control (C2) infrastructure of the authors. Subsequently, the C2 servers feed the bot
with a list of targsts after which the malicious software begins attacking the provided targets with TLS encrypted Layer 7 and TCP-SYN denial-of-service attacks as for instance

[T www.oborniki.st.gov.pi | and [EEEE] www.oborniki.sr.gov.pl]
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Credits and References

misp-project website:https://misp-project.org
misp-wireshark: https://github.com/MISP /misp-wireshark
MISP DDoS object: https://www.misp-project.org/objects.html#_ddos

MISP pcap-metadata object:
https://www.misp-project.org/objects.html#_pcap_metadata

PyMISP documentation: https://pymisp.readthedocs.io/en/latest/
MISP training materials: https://www.circl.lu/services/misp-training-materials/
PISAX:https://www.pisax.org

RADWARE DDOSIA report https://www.radware.com/security/threat-advisories-
and-attack-reports/project-ddosia-russias-answer-to-disbalancer/
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