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Internet Resources and Security
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The proliferation of information - challenges

• Require fast lookup and simple tools and APIs
• Corelation of information
• Datamining
• Time-based events
• Contacts points
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BGP Ranking - metrics on providers

• Correlation of a large variety of private/public datasets including
IP, prefixes or ASN for suspicious activities.

• Allow to provide telemetrics about internet providers
worldwide

• Lookup by AS Number
• Lookup by IP Address
• Years of history
• API to query the service automatically
• http://bgpranking.circl.lu/index
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BGP Ranking
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Malware information sharing platform - targeted
attacks

• More than 50 trusted partners from all over the world
• More than 60.000 indicators (IPs, domains, file hashes, samples...)
• More than 600 events seen by a large variety of organisations
• Create automatically relations between malware and their

attributes, and between different events
• Simple lookup
• Straightforward creation of new events
• API to query the service automatically
• http://circl.lu/services/

misp-malware-information-sharing-platform/
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Conclusion

• Attackers are often ahead, sharing and communication plays an
important role for their success

• If you share threat intel and indicators, you can:
◦ Avoid duplicate analysis work and concentrate on the unknown

elements of an attack
◦ Automate detection in your infrastructure and reduce the incident

response time
• Do you want to share IOCs? Help others and benefit? →

info@circl.lu
• PGP Key: CA57 2205 C002 4E06 BA70 BE89 EAAD CFFC 22BD

4CD5
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