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CERT History

• Morris worm / Internet worm
◦ 2. November 1988
◦ Robert Tappan Morris
◦ Exploiting: Finger, Sendmail, Passwords
◦ Intention: Measure size of the Internet
◦ Program bug → Denial of Service
◦ Result: Internet down

• Mitigation challenges
◦ Analyze malware
◦ Identify vulnerabilities
◦ Advisories
◦ Provide/Get information
◦ Point of contact

• Computer Emergency Response Team
◦ Carnegie Mellon University
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CERT.LU

Luxembourg CERT Landscape
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• The Computer Incident Response Center Luxembourg (CIRCL) is a
government-driven initiative designed to provide a systematic
response facility to computer security threats and incidents.

• CIRCL is the CERT for the private sector, communes and
non-governmental entities in Luxembourg.

• Visit https://www.circl.lu/ for projects and services

4 of 16

https://www.circl.lu/


Proactive security & Incident detection

• Paste monitoring:
. . .
h t tp : //migXXXXX . l t / i nd ex . php? cPath=999999.9 un ion a l l s e l e c t [ t ]
h t tp : //www.XXXX. l u / i ndex . php? ca t =999999.9 un ion a l l s e l e c t 1 , [ t ],3−−&page=16&lang=f r
h t tp : //www.XXXX. l v /? i d p=news a l&i d =999999.9 un ion a l l s e l e c t 1 , [ t ] , 3 , 4 , 5
h t tp : //XXXXXXX. org / v i ew c a t . php?%20ca t =999999.9 un ion a l l s e l e c t [ t ] , 2
h t tp : //www.XXXXX.mu/ i n f o /? i d =13’ and [ t ] and ’1 ’= ’1
. . .

• Leak Detection:
. . .
p a s c a l . XXXX@club−i n t e r n e t .XX: tp100b
XXybakXXXXX@sbXXXXXX . net : s r15926
arbaXXXXXXX@XXXenet .XX: x−men1
angelbroXXX@XXXX . net : asb1061
atXXXXXXX75@hotmail . com : c h e l a t i t i n a
XXXXXXXXXXX@mil . be : h i t l e r
adamgXXXXXX@yahoo . com:122179
michaeXXXXt@hotmail . com : m i s s l i t t l e
adamXXXXXXX@XXXXX.XX: a c z cov e r
naseemXXXXX@gmail . com : doc to r
jspaccarXXX@ciXXXXi .XX: r a l e i g h 1
edytXXXXXXX@02 . p l : edyta71
. . .
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Proactive security & Incident detection

• Reports and Advisories:
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Report an incident

7 of 16



Statistics: Incidents per year
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Forensic Analysis

• Post-mortem Analysis

→ https://www.circl.lu/pub/tr-22/

→ https://www.circl.lu/pub/tr-30/

• Memory Forensics

→ https://www.circl.lu/pub/tr-22/

→ https://www.circl.lu/pub/tr-30/

• Network Forensics

• Reverse Engineering

• Code-Deobfuscation

• Mobile Forensics

• Cloud Forensics
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Exercise: Data Exfiltration

• USB Key: Are there data hidden?
◦ Windows Explorer
◦ Show hidden files
◦ CMD: dir
◦ Open the file
◦
◦ Other ideas?

• Answers:
>
>
>
>

• Creating xxx:
>
>
>
>
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Exercise: Data Exfiltration

• USB Key: Are there data hidden?
◦ Windows Explorer
◦ Show hidden files
◦ CMD: dir
◦ Open the file
◦
◦ Other ideas?

• Answers:
> d i r / r # Windows V i s t a +
>
> notepad H:\ t e s t . t x t : 1 2 3 . t x t
> mspa int H:\ t e x t . t x t : 1 2 3 . png

• Creating ADS:
> F i l e name syn tax : <f i l e n ame . ext>:<stream−name . ext>
>
> t ype F :\123 . t x t >> H:\ t e s t . t x t : 1 2 3 . t x t
> t ype F :\123 . png >> H:\ t e s t . t x t : 1 2 3 . j pg
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Exercise: Hide data outside the partition

• Investigate disk layout
# f d i s k − l / dev / sda

Disk /dev/ sda : 7 ,6 GiB , 8178892800 bytes , 15974400 s e c t o r s
Un i t s : s e c t o r s o f 1 ∗ 512 = 512 by t e s

Dev ice Boot S t a r t End Se c t o r s S i z e I d Type
/dev/ sda1 2048 526335 524288 256M 7 HPFS/NTFS/exFAT

• Hide a text message
#

• Hide a binary
#

• Access hidden data
#

#
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Exercise: Hide data outside the partition

• Investigate disk layout
# f d i s k − l / dev / sda

Disk /dev/ sda : 7 ,6 GiB , 8178892800 bytes , 15974400 s e c t o r s
Un i t s : s e c t o r s o f 1 ∗ 512 = 512 by t e s

Dev ice Boot S t a r t End Se c t o r s S i z e I d Type
/dev/ sda1 2048 526335 524288 256M 7 HPFS/NTFS/exFAT

• Hide a text message
# echo −n ”MySecret 123456 ” | dd o f=/dev/ sda seek=100

15 by t e s cop ied , 0 ,00227001 s , 6 ,6 kB/ s

• Hide a binary
# dd i f =/b in /dd o f=/dev/ sda seek=101

76000 by t e s (76 kB , 74 KiB ) cop ied , 0 ,0344384 s , 2 ,2 MB/ s

• Access hidden data
#

#
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Exercise: Hide data outside the partition

• Investigate disk layout
# f d i s k − l / dev / sda

Disk /dev/ sda : 7 ,6 GiB , 8178892800 bytes , 15974400 s e c t o r s
Un i t s : s e c t o r s o f 1 ∗ 512 = 512 by t e s

Dev ice Boot S t a r t End Se c t o r s S i z e I d Type
/dev/ sda1 2048 526335 524288 256M 7 HPFS/NTFS/exFAT

• Hide a text message
# echo −n ”MySecret 123456 ” | dd o f=/dev/ sda seek=100

15 by t e s cop ied , 0 ,00227001 s , 6 ,6 kB/ s

• Hide a binary
# dd i f =/b in /dd o f=/dev/ sda seek=101

76000 by t e s (76 kB , 74 KiB ) cop ied , 0 ,0344384 s , 2 ,2 MB/ s

• Access hidden data
# dd i f =/dev/ sda bs=512 s k i p=100 count=1 | xxd | l e s s

# dd i f =/dev/ sda bs=1 s k i p=$ ((512∗101)) count=76000 o f=dd . exe
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Demo: Modify data on RO mounted device

• Message in a forensic book

”Nothing will prevent your Linux system to modify data on a read
only mounted device”

• Leads to a new exercise for CIRCL DFIR 1.0.1 training

• I will
◦ Targeted tamper of evidences
◦ Only use Linux on-board-tools
◦ Be root
◦ Cheat (A little bit)

• I will not
◦ Remount in RW mode

• Any ideas?
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Demo: Modify data on RO mounted device

mount
mount −o ro , remount /dev/ sda1 /media/m ichae l /CIRCL DFIR/
mount

Demo : Modify Document

s t r i n g s −td /dev / sda1 | grep ”World”
. . . . .
82434 He l l o World !
. . . . .

echo $ ((82434/512))
161

dd i f =/dev/ sda1 bs=512 s k i p=161 count=1 o f =161. raw
l l
h exe r 161 . raw

dd i f =161. raw bs=512 seek=161 count=1 o f=/dev/ sda1
mount

Demo : Review Document
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